MicroSOC Endpoint

Protect my endpoints and servers from cyberattacks.

Why Cyb_ersecur'!:y matters for small 100 reports of ransomware attacks every year in
and medium businesses. Belgium.
Source: Centre for Cybersecurity Belgium

Small and medium-sized enterprises (SMEs) are ) . _ _
increasingly targeted by cyber extortion attacks 1% of medium-sized Belgian SMEs have
due to limited cyber defenses. This year alone, glrggdytexperlenced a computer security

e . incident.
ransomware madgnts have risen by 53%.Th.ese Source: FOD Economy
attacks are becoming more aggressive, affecting

supply chains and posing wider operational risks. 54,1% of the impacted assets are end user
devices and servers.
There is no such thing as 100% protection. The Source: Orange Cyberdefense Security Navigator 2025

key to cybersecurity is early threat detection and

rapid response. Average IT systems downtime after a ransom-

ware attack is 21 days.

Source: Orange Cyberdefense Incident Response cases 2024

Endpoints & servers, prime targets for attackers.

B Attacks can start weeks or months before they are detected. Early threat detection is crucial to
prevent damage.

B Endpoints are a strategic entry point. If compromised, they can expose the entire network.

m Data privacy and regulatory compliance depend on strong endpoint security.

B Human errors are a common attack vector. Securing endpoints helps mitigate these risks.

Main stages in a cyber attack

- ishi Recognition of infected IT — Ransom demands, direct
Non-targeted phishing of system and connected Data exfiltration. Resale of the and indirect attacks, cyber

the IT system compromised network

third-party systems crisis for the victim
Persistence/concealment of Deployment of malicious tools Activation of the attack at the most
patient zero unexpected moment

MicroSOC Endpoint: Advanced Endpoint Detection & Response (EDR)

MicroSOC Endpoint is an advanced Endpoint Detection & Response (EDR) solution that
protects endpoints and servers against evolving cyber threats. It combines proactive
monitoring, real-time threat intelligence and expert-led response to minimize
security risks.




MicroSOC Endpoint: Our approach

m Proactive threat detection
- Continuous monitoring and preventive protection of your endpoints and servers.
- Incident analysis and correlation of information based on the evolving threat landscape.

m Targeted response
- Automatic remediation of common compromises.
- Tailored containment measures based on your business needs.

m Strengthening security posture
- In-depth investigations for thorough incident resolution.
- Continuous evaluation of your vulnerability level and identification of your cyber risks.

The services included in our offer

Cyber monitoring and reports events Alert qualification
Monitoring of events False positive management
Search for I0C Threat classification

Notifications on confirmed alerts

Maintaining operational readiness Continuous Incident Isolating the threat
Assistance with agent upgrades Improvement | Response Resplon.se actions
Tuning of protection strategies Remediation
Action plans
Your benefits Why trust Orange Belgium

8-hour/5-days monitoring of your = :
rt th
infrastructure with the option to . artnered with Orange

o Cyberdefense, with over 280+
upgrade to to 24/7 monitoring. n experts across 15 CyberSOCs

protecting over 1500 SMBs.
Dedicated portal to visualize your

security posture, corrective actions, Easy-to-understand solutions
and expert recommendations. tailored to SMBs.

o v

Flexible asset-based pricing to scale Proven security backed by real-time
the solution as your business grows. threat intelligence.

Contact us for more information at business@ictexperts.orange.be -
orange”




